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B E N C H M A R K I N G
R O A D M A P



Is your cybersecurity
program ahead of the

pack, or trailing behind?
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#expensiveproblem



As leaders in cybersecurity, we

have the ability and power to

ensure our organizations' survival

tomorrow, and decades from now

- not by reacting to breaches, 

but through a proactive and

methodical approach to mitigating

cyber risk. 
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A Word on Proactive Security

Logan Wolfe
Global CEO



We'll start by performing a comprehensive assessment of the current state of your

program across 17 categories, aligned with world-leading frameworks like NIST CSF,

COBIT2019, ISO/IEC 27002 and ISF SOGP.
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Assessment
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5
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Management
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Management
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SA: System

Access
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SY: System

Management
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Management
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TM: Threat and Incident

Management
9

LC: Local Environment

Management
5
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7

SI: Security Monitoring

and Improvement
8

17 Categories 131 Topics

Program Maturity Assessment



We will create a detailed benchmarking representation of where you stand as

compared to industry peers, making improvement opportunities and current wins

evident. We will also accompany this data with detailed recommendations, further

guiding you on your way to industry leadership.

Industry Peer Benchmarking
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Identify

ProtectRecover

DetectRespond

Your Average

Peer Group Average



1.24 1 2.66

1.83

IM: Information
Management

We will provide a detailed report of our findings across each of the 17 categories

covering industry peer benchmarking, your program's strengths, weaknesses, overall

maturity, in-depth improvement recommendations and much more.

Detailed Report

Cybersecurity Maturity and Benchmarking Report

Summary Details Benchmarking Recommendations Roadmap ...

SG: Security
Governance

Our Security
 Rating

Quartile
Peer Group 

Average
Our 

Comments

2.28 2 2.68

IR: Information
Risk Assessment

SM: Security
Management

PM: People
Management
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M O N T H  8

Formalize 3rd Party

Risk Management

approach, conduct

Attack Surface

Management

sessions
M O N T H  2

Implement a

Vulnerability

Management

program, define

Crown Jewels

M O N T H  4

Formulate a Cyber

Incident Response

Plan, create

Playbooks and

conduct training

M O N T H  6

Establish a Cyber

Threat Intelligence

program, integrate

Indicator tracking,

implement IAM

controls

M O N T H  1 0

Refine Privacy and

Data Protection

controls, integrate

with IT and cyber

programs,

introduce KPIs

M O N T H  1 2

Update Incident

Response plan,

establish an in-

house Security

Operations Center

or enroll in MDR

This is a very high-level

representation of an

actual roadmap

Based on your current state, we will perform gap analysis and create a

detailed strategic (6 months to 3 years) roadmap   to the top of your industry,

complete with measurable KPIs, and a guided process at every step.
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Top 5 in
your industry

Roadmap

*

*



We've been following COBIT5 for some time now but

were lacking across detection and response capabilities.

Wembley Partners helped us form a holistic view of our

cybersecurity program as compared to industry peers,

and then accompanied us during implementation efforts

as well. As a result, we were able to build a solid

foundation for hitting next year's risk mitigation targets

and avoided a major malware incident.

Martin Boze
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Chief Operating Officer
What our clients say...



Going to market since late 2019 and led by a global Board

of industry professionals with over 160 years of expertise

combined, Wembley Partners set out to become the world

leader in Security Intelligence, Cyber Incident

Management, and Assessment products and services for

small to medium-size businesses. Recognized by NCSC as

an Industry 100 company, Wembley Partners delivered

over $280,000,000 in value to its clients in under 2 years.

17

62

Consultants with world-class certifications

Major clients, including Fortune 500

Our Story
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Let's Talk Details.
We look forward to working with you.

Americas

Europe, the Middle East & Africa

Canada
340 King Street East, 4th Floor

Toronto, Ontario

info@wembleypartners.com

Tel: +1 (647) 952 0920

USA
Virtual Office

Dover, Delaware

info@wembleypartners.com

Tel: +1 (415) 949 2051

United Kingdom
Hub8, The Brewery Quarter

Cheltenham, Gloucestershire

info@wembleypartners.com

Tel: +44 07951 814580


